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1
Decision/action requested

This contribution proposes updates to solution#2.1 based on the work progress in other 3GPP WGs
2
Rationale
This contribution proposes terminology definition for MT functionality of the IAB node, based on the definitions in TS 23.501 and related security procedures for the IAB-node.
Request SA3 to approve the proposed updates to the solutions #2.1 in the TR 33.824 for further consideration. 
3
Detailed pCR proposal
*********************Start of Changes*************************
6.2.1
Solution #2.1: Authentication and authorization of IAB Node

6.2.1.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of IAB Node in key issue #2.1 and key issue #2.2.

6.2.1.2
Solution details

IAB Node supports the UE function (referred to as MT) and the DU function of the CU/DU architecture for IAB [TS 23.501]. In the CU/DU architecture, the IAB Node host the DU and MT functionalities and would effectively look like a DU connected through the wireless interface to the controlling CU. 
Following is the excerpt from TS 23.501v16.2.0 [xx] clause 5.35.1, which detailed the procedures of IAB-node MT function:
The IAB-node MT function behaves as a UE, and reuses UE procedures to connect to:

-
the gNB-DU on a parent IAB-node or IAB-donor for access and backhauling;

-
the gNB-CU on the IAB-donor via RRC for control of the access and backhaul link;

-
5GC, e.g. AMF, via NAS;

-
OAM system via a PDU session or PDN connection (based on implementation).

Therefore for secure connection setup purposes, the MT functionalities of the IAB Node, performs the primary authentication and key agreement procedure with the 5GC as specified in TS 33.501 [5], as shown in Figure 6.2.1.2-1 or with the EPC as specified in TS 33.401 [6], as shown in Figure 6.2.1.2-2. 
For an IAB Node MT, that connect to 5GC over NR (SA mode) or connect to EPC (EN-DC mode), the choice of the supported authentication methods is left to the operators, from the authentication methods specified in TS 33.501 [5] and TS 33.401 [6] (namely, 5G-AKA, EAP-AKA’, EAP-TLS and EPS-AKA). 

NOTE : How the IAB-node MT’s network access credentials are stored and processed within the IAB-node (for example using the secure environment of the IAB-node and/or UICC) are out of the scope. 
Further the MT functionality in the IAB Node performs the NAS and AS security setup procedures as specified in the TS 33.501 [5] or TS 33.401 [6], to obtain IAB configuration data securely from the network. 
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Figure 6.2.1.2-1: Authentication of IAB Node, NAS and AS security Set-up in 5GS
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Figure 6.2.1.2-2: Authentication of IAB Node, NAS and AS security Set-up in EPS

The authorisation for connectivity of the IAB Node to the 5GC/EPS shall be evaluated by the network once the IAB Node is successfully identified and authenticated. This authorization is executed during IAB Node Registration procedure. The core network shall authorize the IAB Node through the subscription profile.
**********************End of Changes***************************
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